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Overview of Privacy Guidance for Consumer and
Public Interest Representatives
Key Principles

The following document sets out the consumer and
public interest privacy principles that are the basis
for the detailed good practice requirements
provided in the three guidance documents outlined
in section 2 of this overview.

1. Security is fundamental to privacy.
Good security prevents unauthorised people
from accessing personal information. This
principle impinges on

a. The security of processing platforms used
by consumers such as smartphones and
tablets as well as home networks

b. Maintaining consumer processing
platforms security in the light of
continuous cyber attacks.

c. The role of the consumer in maintaining
their own security and contributing to
public network (Internet for example)
and private organisation system security

2. Within the domestic environment
consumers should have complete control
over their privacy
Within your domestic environment the
processing undertaken by individuals to help
them socialise, run and manage their lives
should be secure and under their control
wherever the processing is undertaken within
the global ICT architecture. For example:
fitness apps, home environmental control,
travel planning etc.

This principle impinges on
a. Home networks and connected
devices
b. Cloud computing services for
consumers and use of Cloud
services by apps.

Intelligent cars

Parental monitoring and control

Control over socially shared data

Control over intrusive content

including SPAM, Porn, online

bullying, nuisance calls and more
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Ochrana soukromi - Pokyny pro spotiebitele a
veiejné zdastupce zdjmovych skupin
Kli¢ové principy

Nasledujici dokument stanovi zasady spotfebitelll a
verejného zajmu o ochrané osobnich Gdajd. Jsou
zakladem pro detailni pozadavky na spravnou
praxi, zpravované podle fady podrobnéiji
rozvedenych dokumentu.

1. Bezpecnost je zasadni pro ochranu
soukromi
Dobré zabezpeceni je obranou pied piistupem k
osobnim tdajim neopravnénym osobam. Tento
princip se tyka

a. Bezpecnosti procesnich platforem slouzicich
spotiebiteliim, jako jsou smartphony a tablety,
stejné jako domaci sit¢;

b. Udrzovani bezpecnosti spotiebitelskych
procesnich platforem s ohledem na kontinualni
kybernetické titoky.

¢. Role spotiebitele pii udrzovani jeho vlastni
bezpecnosti a pii prispivani na vefejné sité
(Internet naptiklad) atd.

2. 'V ramci svého domaciho prostiedi musi
mit spotiebitel iplnou kontrolu nad
ochranou svého soukromi

V nasem domacim prostfedi musi byt procesni
platformy pouzivané jedincem k socializaci, fizeni a
spravovani jeho zivota bezpe¢né a nasi kontrolou,
vSude tam, kde je zpracovani provadéné v ramci
globalni architektury informacnich a
komunikacnich technologii. Pro ptiklad: fitness
aplikace, domaci fizeni zivotniho prostiedi,
planovani cest atd.

Tento princip se tyka

a. Domacich siti a ptipojenych zatizeni

b. Sluzeb Cloud computing pro spotiebitele a
vyuziti sluzeb Cloud Apps.

Inteligentnich automobila

Rodi¢ovské kontroly a dohledu

Kontroly nad socialné sdilenymi daty
Kontroly nad dotérnym obsahem (vcetné
spamy, porno, on-line Sikana, obtézujici volani
a dalsi)

~ o a0

Pod Altanem 99/103,
100 00 Praha 10

tel.: +420 261263574

e-mail: normy@regio.cz;
spotiebitel@regio.cz
www.top-normy.cz; www.konzument.cz



mailto:normy@regio.cz
mailto:spotřebitel@regio.cz
http://www.top-normy.cz/

KABINET

PRO STANDARDIZACI

.. LOPTIOrTIY .cx

SDRUZENI CESKYCH

SPOTREBITELU, Z. U
CH CONSUMER

www.konzument.cz

3. When data is collected from consumers then
control should be personalised allowing
personal privacy preferences to be
expressed and changed at any time.

Where consumers consent to data collection as
an on going process from domestic activities
then real time control over their own privacy
preferences is needed. This principle impinges
on the data collection for

Home health

Home environmental control

Smart meters and smart grid

Traffic and navigation systems

Smart Cities

The Internet of Things and much

more
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4. Transparency of data sharing
Transparency of data use shall be ensured
when personal data is passed to others.
Where individuals have consented to data
collection from domestic activities, whether
they have explicitly recognised that their data
will be passed to and used by others or within
a paid for service where data sharing is a
necessary part of that service delivery, then
there should be transparency enabling the
individual to determine who the data has been
passed to and for what reason.

5. Personal data analysis processes should be
designed to protect individuals privacy
Where personal data is processed in a manner
that it is analysed to inform or influence
decisions then precautions are needed to
protect privacy. This principle impinges on

a. Governance

b. Identifiability

c. Creation of large data sets that
collectively represent much more
sensitive personal data than
individual data items do by
themselves

d. Accuracy of analysis, especially
false positives and false negatives
which impact individuals

e. Use of personal data analysis for
personal risk management within
health, finance and many other
types of service

3. Jsou-li od spotiebitelii ziskavané udaje,
pak jejich kontrola musi byt osobni a
umoziiovat volbu a zmény volby ochrany
osobnich udaji kdykoliv.

Tam, kde spottebitelé souhlasi se sbérem udaja, jak
ve vztahu probihajici procestim z domacich
¢innosti, tak v realném case, je nezbytna moznost
volby vlastnim nastavenim ochrany osobnich udaju.
Tento princip se tyka sbéru dat pro

Domaci ochrana zdravi

Domaci fizeni ochrany zivotniho prostiedi
Inteligentni méfice energii

Dopravni a navigacni systémy

Inteligentni mésta

. ,.Internet of Things*

a mnohem vic
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4. Transparentnost sdileni dat
Musi byt zajisténa transparentnost pouzivani dat,
kdy jsou osobni udaje predavany jinym.
| v ptipadé, ze jednotlivec souhlasil se sbérem dat z
domacich ¢innosti, a i vyslovné uvedl, ze jeho udaje
budou piedany a pouzity jinymi nebo béhem
provadéni sluzby, kde sdileni dat je nezbytnou
soucasti tohoto poskytovani sluzeb, pak musi byt
zaji$téna transparentnost umoziujici jedinci urcit,
komu data byla piedana a z jakého divodu.

5. Analyzy procesi osobni udaji musi byt
navrzeny tak, aby bylo chranéno
soukromi jednotlivce

Tam, kde jsou osobni udaje zpracovavany formou
analyzy s cilem informovat ¢i ovliviiovat
rozhodovani, pak jsou zapottebi predbézna
preventivni opatfeni na ochranu soukromi. Tento
princip se tyka

g. Ridicich procest

h. Identifikovatelnosti

i. Tvorby rozsahlych datovych souboru, které
dohromady pfedstavuji mnohem vice citlivé
osobni udaje, nez jednotlivé datové polozky
samy

j. Presnosti analyzy, zejména faleSné pozitivnich
a faleSné negativnich dopadl na jedince

k. Vyuziti analyzy osobnich Gdajl pro osobni
fizeni rizik v ramci zdravotnictvi, financi a
mnoha dalSich druhl sluzeb.
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6. Anonymity when in public domains should
be the norm
When in public environments both physical
where sensors ( including cameras ) are used
and virtual environments such as multi-player
games, or using the web, individuals should be
able to expect their identifiability to be limited
to those they already know or have agreed to
be identified by, otherwise anonymity should
be the norm unless national laws require
otherwise.

7. Accountability for statements and views
made in public
In public environments individuals should
expect to be held legally accountable for the
accuracy of their public statements and any
harm caused to others as determined by
national laws.

6. Anonymita, nezbytna norma ve
vefejném prostiredi

Kdyz ve vefejném prostiedi, jak ve fyzickém
smyslu (napf. pouziti kamer) i ve virtualni podstaté
(jako jsou hry pro vice hra¢u, nebo prostiednictvim
internetu), jednotlivci musi byt umoznéno
predpokladat, ze jeho identifikovatelnost je
omezena na ty, ktefi se jiz znaji, nebo se dohodli na
identifikaci; jinak musi byt normou anonymita,
pokud vnitrostatni pravni predpisy nestanovi jinak.

7. Odpovédnost za prohlaseni a nazory
ucinénych na verejnosti

Ve vetfejném prostiedi mize jednotlivec oéekavat,
ze se bude konat s pravni odpovédnosti a
spolehlivosti ohledné spravnosti vefejnych
prohlaseni jednotlivce a ohledn¢ jakékoli Skody
zpusobené druhou osobou, jak je stanoveno
vnitrostatnimi pravnimi ptedpisy.
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